CSE/CEN 598 Hardware Security & Trust
VM Setup

https://ascslab.org/courses/CSECENS 98/index.html!

These directions describe how to set up a VM image that includes the tools necessary for CSE/CEN598. The
provided VM includes FPGA synthesis and RTL simulation tools in addition to a standard environment for
software based projects.

1. Download the VM image from the following link. You may need to be signed in to your ASU account to
access the OneDrive link. Because it includes all of the tools we will use this semester, the download is
approximately 27GB large. We recommend downloading it on-campus. If you have trouble with the size

of the download, make an appointment with the TA’s to discuss a work-around.

https://arizonastateu-my.sharepoint.com/:u:/g/personal/achret] _asurite_asu_eduw/ERNUv_IDmdIOt_gxHmbC-eYByld4agUcl KPPtbEAGdsu

2. Virtual Box and follow the installation instructions and documentation. Virtual Box is available on
Windows, Mac, or Linux.
https://www.virtualbox.org
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Welcome to VirtualBox.org!
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version 3. See "About VirtualBox" for an introduction.

Presently, VirtualBox runs on Windows, Linux, macOS, and Solaris hosts
and supports a large number of guest operating systems including but
not limited to Windows (NT 4.0, 2000, XP, Server 2003, Vista, Windows
7, Windows 8, Windows 10), DOS/Windows 3.x, Linux (2.4, 2.6, 3.x and
4.x), Solaris and OpenSolaris, 0S/2, and OpenBSD.

VirtualBox is being actively developed with frequent releases and has an
ever growing list of features, supported guest operating systems and
platforms it runs on. VirtualBox is a community effort backed by a
dedicated company: everyone is encouraged to contribute while Oracle
ensures the product always meets professional quality criteria.
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Open “https://www.irtualbox.org/wiki/Downloads" in a new tab

2a) Click the big download button.
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VirtualBox 6.1.46
released!

Oracle today released a 6.1
maintenance release which
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VirtualBox 7.0.8 released!
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Here you will find links to VirtualBox binaries and its source code.

ualbox

About VirtualBox binaries
Screenshots By downloading, you agree to the terms and conditions of the respective license.
Downloads If you're looking for the latest VirtualBox 6.0 packages, see VirtualBox 6.0 builds. Please also use version 6.0 if you need to run VMs with software virtualization, as this has been

Documentation discontinued in 6.1. Version 6.0 will remain supported until July 2020.

End-user docs If you're looking for the latest VirtualBox 5.2 packages, see VirtualBox 5.2 builds. Please also use version 5.2 if you still need support for 32-bit hosts, as this has been discontinued in
6.0. Version 5.2 will remain supported until July 2020.
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The binaries are released under the terms of the GPL version 2.

See the changelog for what has changed.

2b) Click the download link for your OS (Windows, Mac or Linux), then run the installer.

3. Open Virtual Box.

eo0e Oracle VM VirtualBox Manager
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Preferences Import

Welcome to VirtualBox!

The left part of application window contains global tools and lists all
virtual machines and virtual machine groups on your computer. You can
import, add and create new VMs using corresponding toolbar buttons.
You can popup a tools of currently selected element using corresponding
element button.

You can press the %7 key to get instant help, or visit www.virtualbox.org
for more information and latest news.

3a) Virtual Box should look like this when you first open it.

@ virtualBox LM Machine Window Help
Import Appliance...
Export Appliance...
New Cloud VM...
Virtual Media Manager... #D
Host Network Manager...

3b) Import the Downloaded VM image with File -> Import Appliance...
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3c) Select the STAM_VM.ova VM image for importing and click Open.

Oracle VM VirtualBox Manager

Appliance to import

I /Desktop/Downloads/STAM_VM.ova

Appliance settings

Virtual System 1

%5 Name STAM_VM

= Guest OS Type Ubuntu (64-bit)
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© DVD
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You can modify the base folder which will host all the virtual machines. Home folders can also be individually (per virtual
machine) modified.

7 /Users/alan/personal_virtualbox_vms

MAC Address Policy: Include only NAT network adapter MAC addresses
Additional Options: Import hard drives as VDI

Guided Mode Restore Defaults Go Back Cancel

3d) If necessary, Raise or lower the amount of RAM and number of CPUs selected for the VM.
NOTE: The TA set their CPUs to 3 after having long loading times

4. After importing the VM image, the VM should appear in the Virtual Box VM Manager. Select the new
STAM_VM VM and click start to boot the VM.



@ [} Oracle VM VirtualBox Manager

$ 4 —
Tools Bt S v 5
L) New  Settings Start
™ STAM_VM = |1/ System M Preview
L‘ Y Powered Off U= |Base Memory: 4096 MB
oot Order: Floppy, Optical, Hard Disk

Acceleration:  VT-x/AMD-V, Nested Paging, KVM
Paravirtualization

M pisplay STAM_VM
Video Memory: 18 MB
phics Ct 3
Remote Desktop Server: Disabled
Recording: Disabled
&/ Storage

Controller: SATA
SATA Port 0: STAM_VM-disk001.vdi (Normal, 100.00 GB)
SATA Port 1: [Optical Drive] Empty

) Audio

Host Driver: CoreAudio
Controller:  Intel HD Audio

&' Network
£ UsB

USB Controller: OHCI
Device Filters: 0 (0 active)

Once the VM has booted, login to the cen598 user. The default password is also “cen598” (without
quotes). You should change the default password.

a. NOTE: If your VM doesn’t boot power it off and on again

b. NOTE: If you are still having issues try deleting the machine and making a new one
Open a terminal window and navigate to the ~/Documents/cen598/ folder. There you will find the
materials for Project 1. The remaining projects will assume you have extracted the materials to the
~/Documents/cen598/ProjectX folder.



